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Disclaimer

This document may contain confidential information about its systems and

intellectual property of the customer as well as information about potential

vulnerabilities and methods of their exploitation.

The report containing confidential information can be used internally by the

customer or it can be disclosed publicly after all vulnerabilities are fixed -

upon the decision of the customer.
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Document

Name Smart Contract Code Review and Security Analysis Report of BUIDL

Platform Base Chain / Solidity

File 1 PoolFactory.sol

File 1 Initial
Code Link

5545ae4f5ecf1535e34f169b87eec4ea

MD5 hash 61B4BF6CB3E3033DE0CD5154C95081C3

SHA256 hash 9af88918ab4bf1edd0f83ea6344d467bf79620f3b8d5bf79951c976da
0b5710c

File 2 CorePool.sol

File 2 Initial
Code Link

d1f7f19e25d7cc08fcdd411933265162

MD5 hash 46FAEE64482C283221FF90314FBDEA14

SHA256 hash 9e516da5c0522881b22e3d561b777df7f84f6251fa936b52ff75697b5cb
bad27

File 3 PoolBase.sol
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https://gist.github.com/barchef/5545ae4f5ecf1535e34f169b87eec4ea
https://gist.github.com/barchef/d1f7f19e25d7cc08fcdd411933265162


File 3 Initial
Code Link

e65359e2b3efb191090ec8575cc34519

MD5 hash 564D3794D503A0A3A6E0001C7FEEBD78

SHA256 hash 794a6cf1cb160c828754e43f401d849b844654eb0c9729434381df3ed
75f923d

File 4 Interfaces.sol

File 4 Initial
Code Link

8f17db91c95e3a13b211fbb86a6e9a84

MD5 hash 981DACB4C0F4CE76F9DE788A27CD3196

SHA256 hash d2831bec9818fc6dfb328d2475d710d45fa8f90b67ded4e04ad414c0ff
2ca3f5

Date 14/03/2024
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Introduction

RD Auditors (Consultant) were contracted by BUIDL (Customer) to conduct a

Smart Contract Code Review and Security Analysis. This report represents the

findings of the security assessment of the customer’s smart contract and its

code review conducted between 4th - 14th March 2024.

This contract consists of one interface and three smart contracts files.
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Project Scope

The scope of the project is a smart contract. We have scanned this smart

contract for commonly known and more specific vulnerabilities, below are

those considered (the full list includes but is not limited to):

• Reentrancy

• Timestamp Dependence

• Gas Limit and Loops

• DoS with (Unexpected) Throw

• DoS with Block Gas Limit

• Transaction-Ordering Dependence

• Byte array vulnerabilities

• Style guide violation

• Transfer forwards all gas

• ERC20 API violation

• Malicious libraries

• Compiler version not fixed

• Unchecked external call - Unchecked math

• Unsafe type inference

• Implicit visibility level
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Executive Summary
According to the assessment, the customer’s solidity smart contract is now
Secured.

Automated checks are with smartDec, Mythril, Slither and remix IDE. All

issues were performed by our team, which included the analysis of code

functionality, the manual audit found during automated analysis were

manually reviewed and applicable vulnerabilities are presented in the audit

overview section. The general overview is presented in the AS-IS section and

all issues found are located in the audit overview section.

We found the following;

Total Issues 0

Critical 0

High 0

Medium 0

Low 1

Very Low 1
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Code Quality

The libraries within this smart contract are part of a logical algorithm. A library

is a different type of smart contract that contains reusable code. Once

deployed on the blockchain (only once), it is assigned to a specific address

and its properties/methods can be reused many times by other contracts.

The BUIDL team has not provided any scenario and unit test scripts, which

would help to determine the integrity of the code in an automated way.

Overall, the code is almost commented. Commenting can provide rich

documentation for functions, return variables and more. Use of the Ethereum

Natural Language Specification Format (NatSpec) for commenting is

recommended.
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Documentation

We were given the BUIDL code as a gist.github link:

PoolFactory.sol : 5545ae4f5ecf1535e34f169b87eec4ea

CorePool.sol : d1f7f19e25d7cc08fcdd411933265162

PoolBase.sol : e65359e2b3efb191090ec8575cc34519

Interfaces.sol : 8f17db91c95e3a13b211fbb86a6e9a84

The hash of that file is mentioned in the table. As mentioned above, it's

commented on smart contract code, so anyone can quickly understand the

programming flow as well as complex code logic.

Comments are very helpful in understanding the overall architecture of the

protocol. It also provides a clear overview of the system components,

including helpful details, like the lifetime of the background script.

Use of Dependencies

As per our observation, the libraries are used in this smart contract

infrastructure. Those were based on well known industry standard open

source projects and even core code blocks that are written well and

systematically.
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AS-IS Overview

PoolFactory.sol

File And Function Level Report

Contract: PoolFactory

Import: IERC20, Ownable, IPool, IPoolFactory, CorePool

Inherit: Ownable

Observation: Passed

Test Report: Passed

Sl. Function Type Observation Test Report Conclusion Score

1 getPoolAddre
ss

external Passed All Passed No Issue Passed

2 getPoolData write Passed All Passed No Issue Passed

3 shouldUpdate
Ratio

read Passed All Passed No Issue Passed

4 createPool external onlyOwner All Passed No Issue Passed

5 registerPool write onlyOwner All Passed No Issue Passed

6 removePool write Critical
operation
lacks event
log, Wrong
comment

All Passed Refer Audit
Findings

Passed

7 updateBUIDL
PerBlock

external Passed All Passed No Issue Passed

8 transferYieldT
o

external Passed All Passed No Issue Passed

9 changePoolW
eight

external onlyOwner All Passed No Issue Passed
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10 setBurnFee external onlyOwner All Passed No Issue Passed

11 setRewardLoc
kLimit

external onlyOwner All Passed No Issue Passed

12 setAddresses external onlyOwner All Passed No Issue Passed

13 setGeneralInf
o

external onlyOwner All Passed No Issue Passed

14 addPoolAddre
ss

external onlyOwner All Passed No Issue Passed

15 removePoolA
ddress

external onlyOwner All Passed No Issue Passed

16 emergencyWi
thdraw

external onlyOwner All Passed No Issue Passed

17 onlyOwner modifier Passed All Passed No Issue Passed

18 owner read Passed All Passed No Issue Passed

19 _checkOwner internal Passed All Passed No Issue Passed

20 renounceOwn
ership

write onlyOwner All Passed No Issue Passed

21 transferOwner
ship

write onlyOwner All Passed No Issue Passed

22 _transferOwn
ership

internal Passed All Passed No Issue Passed
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PoolBase.sol

File And Function Level Report

Contract: PoolBase

Import: SafeERC20, ReentrancyGuard, IPool, ICorePool,

IPoolFactory, IStarterInfo

Inherit: IPool, ReentrancyGuard

Observation: Passed

Test Report: Passed

Sl. Function Type Observation Test Report Conclusion Score

1 onlyStarterDe
vOrFactory

modifier Passed All Passed No Issue Passed

2
constructor

write Passed All Passed No Issue Passed

3
initConfig internal

Passed All Passed No Issue Passed

4
pendingYield
Rewards

external
Passed All Passed No Issue Passed

5
balanceOf external

Passed All Passed No Issue Passed

6
getDeposit external

Passed All Passed No Issue Passed

7
getDepositsLe
ngth

external
Passed All Passed No Issue Passed

8
stake external

Passed All Passed No Issue Passed

9
stakeFor external

Passed All Passed No Issue Passed

10
unstake external

Passed All Passed No Issue Passed
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11
updateStakeL
ock

external
Passed All Passed No Issue Passed

12
sync external

Passed All Passed No Issue Passed

13
processRewar
ds

external
Passed All Passed No Issue Passed

14
setWeight external

Passed All Passed No Issue Passed

15
_pendingYield
Rewards

internal
Passed All Passed No Issue Passed

16
_stake internal

Passed All Passed No Issue Passed

17
_unstake internal

Passed All Passed No Issue Passed

18
_sync internal

Passed All Passed No Issue Passed

19
_processRewa
rds

internal
Passed All Passed No Issue Passed

20
_updateStake
Lock

internal
Passed All Passed No Issue Passed

21
weightToRew
ard

read
Passed All Passed No Issue Passed

22
rewardToWeig
ht

read
Passed All Passed No Issue Passed

23
transferPoolTo
ken

internal
Passed All Passed No Issue Passed

24
transferPoolTo
kenFrom

internal
Passed All Passed No Issue Passed

25
getHistoryLen
gth

external
Passed All Passed No Issue Passed

26
getTokenBurn
Fee

read
Passed All Passed No Issue Passed
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27
setStakingCo
nfig

external
onlyStarterD
evOrFactory

All Passed No Issue Passed

28
isLongStaker external

Passed All Passed No Issue Passed

29
updateLastInv
estTimestamp

external
Passed All Passed No Issue Passed

30
clearHistory external

Passed All Passed No Issue Passed

31
setConfigurati
on

external
Passed All Passed No Issue Passed

32
setInitialSettin
gs

external
Passed All Passed No Issue Passed

33
getRewardLo
ckPeriod

read
Passed All Passed No Issue Passed

34
addPresaleAd
dress

external
onlyStarterD
evOrFactory

All Passed No Issue Passed

35
nonReentrant modifier

Passed All Passed No Issue Passed

36
_nonReentran
tBefore

write
Passed All Passed No Issue Passed

37
_nonReentran
tAfter

write
Passed All Passed No Issue Passed

38
_reentrancyG
uardEntered

internal
Passed All Passed No Issue Passed
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CorePool.sol

File And Function Level Report

Contract: CorePool

Import: Initializable, PoolBase

Inherit: PoolBase, Initializable

Observation: Passed

Test Report: Passed

Sl. Function Type Observation Test Report Conclusion Score

1 constructor write Passed All Passed No Issue Passed

2 initialize write initializer All Passed No Issue Passed

3 pendingVault
Rewards

read Passed All Passed No Issue Passed

4 setVault external Passed All Passed No Issue Passed

5 receiveVaultR
ewards

external Passed All Passed No Issue Passed

6 processRewar
ds

external Passed All Passed No Issue Passed

7 stakeAsPool external Passed All Passed No Issue Passed

8 _stake internal Passed All Passed No Issue Passed

9 _unstake internal Passed All Passed No Issue Passed

10 _processRewa
rds

internal Passed All Passed No Issue Passed

11 _processVault
Rewards

write Passed All Passed No Issue Passed

12 transferBuidl internal Passed All Passed No Issue Passed
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13 transferBuidlF
rom

internal nonReentra
nt

All Passed No Issue Passed

14 initializer modifier Passed All Passed No Issue Passed

15 reinitializer modifier Passed All Passed No Issue Passed

16 onlyInitializin
g

modifier Passed All Passed No Issue Passed

17 _checkInitializ
ing

internal Passed All Passed No Issue Passed

18 _disableInitiali
zers

internal Passed All Passed No Issue Passed

19 _getInitialized
Version

internal Passed All Passed No Issue Passed

20 _isInitializing internal Passed All Passed No Issue Passed

21 _getInitializabl
eStorage

write Passed All Passed No Issue Passed

22 onlyStarterDe
vOrFactory

modifier Passed All Passed No Issue Passed

23
constructor

write Passed All Passed No Issue Passed

24
initConfig internal

Passed All Passed No Issue Passed

25
pendingYield
Rewards

external
Passed All Passed No Issue Passed

26
balanceOf external

Passed All Passed No Issue Passed

27
getDeposit external

Passed All Passed No Issue Passed

28
getDepositsLe
ngth

external
Passed All Passed No Issue Passed

29
stake external

Passed All Passed No Issue Passed

30
stakeFor external

Passed All Passed No Issue Passed

31
unstake external

Passed All Passed No Issue Passed
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32
updateStakeL
ock

external
Passed All Passed No Issue Passed

33
sync external

Passed All Passed No Issue Passed

34
processRewar
ds

external
Passed All Passed No Issue Passed

35
setWeight external

Passed All Passed No Issue Passed

36
_pendingYield
Rewards

internal
Passed All Passed No Issue Passed

37
_stake internal

Passed All Passed No Issue Passed

38
_unstake internal

Passed All Passed No Issue Passed

39
_sync internal

Passed All Passed No Issue Passed

40
_processRewa
rds

internal
Passed All Passed No Issue Passed

41
_updateStake
Lock

internal
Passed All Passed No Issue Passed

42
weightToRew
ard

read
Passed All Passed No Issue Passed

43
rewardToWeig
ht

read
Passed All Passed No Issue Passed

44
transferPoolTo
ken

internal
Passed All Passed No Issue Passed

45
transferPoolTo
kenFrom

internal
Passed All Passed No Issue Passed

46
getHistoryLen
gth

external
Passed All Passed No Issue Passed

47
getTokenBurn
Fee

read
Passed All Passed No Issue Passed
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48
setStakingCo
nfig

external
onlyStarterD
evOrFactory

All Passed No Issue Passed

49
isLongStaker external

Passed All Passed No Issue Passed

50
updateLastInv
estTimestamp

external
Passed All Passed No Issue Passed

51
clearHistory external

Passed All Passed No Issue Passed

52
setConfigurati
on

external
Passed All Passed No Issue Passed

53
setInitialSettin
gs

external
Passed All Passed No Issue Passed

54
getRewardLo
ckPeriod

read
Passed All Passed No Issue Passed

55
addPresaleAd
dress

external
onlyStarterD
evOrFactory

All Passed No Issue Passed
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Code Flow Diagram - PoolFactory

Please follow the below link to view the image:

https://drive.google.com/file/d/17rlktgejXVaiP5l22MNYVVbKfRU7Qcx1/view?usp=drive_link
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UML Diagram - PoolFactory
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Inheritance Diagram - PoolFactory
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Code Flow Diagram - CorePool

Please follow the below link to view the image:

https://drive.google.com/file/d/1swysRZhPV5QnaGCXMLjTF4EkOYZfZTOT/view

?usp=drive_link
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UML Diagram - CorePool
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Inheritance Diagram - CorePool
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Code Flow Diagram - PoolBase

Please follow the below link to view the image:

https://drive.google.com/file/d/1RzRzwTQ45ldBMVJkJGBQwgSHrvbXAPvG/vie

w?usp=drive_link
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UML Diagram - PoolBase
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Inheritance Diagram - PoolBase
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Slither Results Log

PoolFactory.sol
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CorePool.sol
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PoolBase.sol
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Solidity Static Analysis

PoolFactory.sol
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CorePool.sol
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PoolBase.sol
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Severity Definitions

Risk Level Description

Critical Critical vulnerabilities are usually straightforward to exploit and can
lead to lost tokens etc.

High High level vulnerabilities are difficult to exploit; however, they also
have a significant impact on smart contract execution, e.g. public
access to crucial functions.

Medium Medium level vulnerabilities are important to fix; however, they
cannot lead to lost tokens.

Low Low level vulnerabilities are most related to outdated, unused etc.
These code snippets cannot have a significant impact on execution.

Lowest
Code Style/
Best Practice

Lowest level vulnerabilities, code style violations and information
statements cannot affect smart contract execution and can be
ignored.
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Audit Findings

Critical:

No critical severity vulnerabilities were found.

High:

No high severity vulnerabilities were found.

Medium:

No medium severity vulnerabilities were found.

Low:

1) Critical operation lacks event log: PoolFactory.sol

Missing event log for: removePool
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Resolution: Please write an event log for listed events.

Very Low:

1) Wrong comment:

PoolFactory.sol

Function removePool delete the deployed pool from the factory but

comments are written as registers the pool within the factory which confuses

the readers / code reviewers.

Resolution: Please update the correct comments for removePool function as

per its functionality.
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Conclusion

We were given a contract code in the form of a gist.github link. And have

used all possible tests based on the given object. We had observed 1 low issue

and 1 very low issue in the smart contracts. but those are not critical. So, it’s

good to go for the production.

We have used all the latest static tools and manual observations to cover

maximum possible test cases to scan everything.

The security state of the reviewed contract is “Secured”.
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Note For Contract Users

BUIDL token holders can stake their tokens on Starter to gain access to the

platform and earn rewards. Staking higher amounts of BUIDL gives holders

increased access and even greater rewards.

Project Details Overview:

• SoftCap: Minimum amount for successful sale.

• HardCap: Maximum amount to trigger sale end.

• Min Per Wallet: Minimum andmaximum contributions to non-IDO sales.

• Maximum Investment: Maximum allocation for IDO sale.

• Presale Rate: Cost for token purchase.

• DEX Listing Rate: Token price set when liquidity is allocated.

• Liquidity Allocation: Percentage of raised funds used for DEX liquidity listing.

• Liquidity Lock Duration: Number of days allocated liquidity will be locked.

• Open Time: Start time of sale.

• Close Time: End time of sale unless Hard Cap is reached.

• Listing Time: Time when DEX liquidity will be added and locked.
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Our Methodology

We like to work with a transparent process and make our reviews a

collaborative effort. The goals of our security audits are to improve the quality

of systems we review and aim for sufficient remediation to help protect users.

The following is the methodology we use in our security audit process.

Manual Code Review

In manually reviewing all of the code, we look for any potential issues with

code logic, error handling, protocol and header parsing, cryptographic errors,

and random number generators. We also watch for areas where more

defensive programming could reduce the risk of future mistakes and speed

up future audits. Although our primary focus is on the in-scope code, we

examine dependency code and behavior when it is relevant to a particular

line of investigation.

Vulnerability Analysis

Our audit techniques included manual code analysis, user interface

interaction, and whitebox penetration testing. We look at the project's web

site to get a high level understanding of what functionality the software

under review provides. We then meet with the developers to gain an

appreciation of their vision of the software. We install and use the relevant

software, exploring the user interactions and roles. While we do this, we

brainstorm threat models and attack surfaces. We read design

documentation, review other audit results, search for similar projects,

examine source code dependencies, skim open issue tickets, and generally

investigate details other than the implementation.
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Documenting Results

We follow a conservative, transparent process for analyzing potential security

vulnerabilities and seeing them through successful remediation. Whenever a

potential issue is discovered, we immediately create an Issue entry for it in

this document, even though we have not yet verified the feasibility and

impact of the issue. This process is conservative because we document our

suspicions early even if they are later shown to not represent exploitable

vulnerabilities. We generally follow a process of first documenting the

suspicion with unresolved questions, then confirming the issue through code

analysis, live experimentation, or automated tests. Code analysis is the most

tentative, and we strive to provide test code, log captures, or screenshots

demonstrating our confirmation. After this we analyse the feasibility of an

attack in a live system.

Suggested Solutions

We search for immediate mitigations that live deployments can take, and

finally we suggest the requirements for remediation engineering for future

releases. The mitigation and remediation recommendations should be

scrutinised by the developers and deployment engineers, and successful

mitigation and remediation is an ongoing collaborative process after we

deliver our report, and before the details are made public.
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Disclaimers

RD Auditors Disclaimer

The smart contracts given for audit have been analysed in accordance with

the best industry practices at the date of this report, in relation to:

cybersecurity vulnerabilities and issues in smart contract source code, the

details of which are disclosed in this report, (Source Code); the Source Code

compilation, deployment and functionality (performing the intended

functions).

Because the total number of test cases are unlimited, the audit makes no

statements or warranties on the security of the code. It also cannot be

considered as a sufficient assessment regarding the utility and safety of the

code, bugfree status or any other statements of the contract. While we have

done our best in conducting the analysis and producing this report, it is

important to note that you should not rely on this report only - we

recommend proceeding with several independent audits and a public bug

bounty program to ensure security of smart contracts.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain. The platform,

its programming language, and other software related to the smart contract

can have their own vulnerabilities that can lead to hacks. Thus, the audit can’t

guarantee explicit security of the audited smart contracts.
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